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MomismsOr,LessonsYourMomShouldHaveTaughtYou
Momism(mômiz’em)n.1.Abriefstatementofaprinciplepassedmaternally.2.Aterselywordedstatementofanobservationoftruth:APHORISM
Theimageofmomgentlyguidingheryoungonesdownpathsofrighteousness,teachingthemthebasicelementsofbeingcivilized,helpingwithschoolwork,isapowerfuloneindeed.YetwestillleavehomeillKequippedforreallife�collegeitselfdoesbutapoorjobinpreparingusforcareersandadulthood.Perhapsmomshouldhavetaughtusafewmorelessons.Here’safewthoughts.



2007�02�24 http://www.ganssle.com/articles/momisms.htm #2InterruptsKeepISRsShort–Debugginginterruptserviceroutinesistoughandinsomecasesalmostimpossible.ToooftenthoseexpensivetoolsworkpoorlyornotatallinsideanISR.Breakpointsfailsincetheyoperateathumanspeeds,whiletheinterruptscomemuchfaster.Theoldstandbyofmanydevelopers,singlestepping,justwon’tworkwhereinterruptsarriveatanysortofreasonablerate.Singlestepinasectionofcodewhereinterruptsarereenabled,andyou’lllikelydebugdifferentinstantiationsoftheISRwitheachstep.Anemulatorwithtracewillcapturetheserviceroutine’sexecution,buteventhelargesttracebuffersfillquicklywhenloopsandrecursionAverywisefriendtaughtmethefundamentalruleofdebuggingISRs:don’t.Keeptheroutinesoshort,sosimple,thatyoucandebugbyinspection.AgoodruleofthumbistolimitISRstoadozenorsolines.Worstcase,keepthemshorterthanapage.IftheISRreallymustdoalotofwork,whynotspawnataskthathandlesthecomplexity?AvoidNMI–NonMaskableInterrupt,akaTrap,level7,oranyofanumberofdifferentmonikers,can’tbeshutoff,ever.Otherinterruptinputssuccumbtothe“disable”instruction,andgenerallyturnoffautomaticallywhenahardwareKinitiatedinterruptoccurs.Tillyouexplicitlyturntheinterruptbackon,theunavoidablenonKreentrantpartsoftheISRaresafe.AnNMIhandler,however,isneversafe.NonKreentrantcodewillbedestroyediftheinterruptreoccurs.ManyCPUsuseanedgeKsensitiveinputforthisbeast,sotheslightestbitofnoisecancreatemultiple,false,NMIsoverthecourseofafewmicroseconds.Anddebuggingtools,likeemulators,oftencouplesmallbitsofspuriousnoiseintothetargetsystem.ReserveNMIforoneKtimeeventsliketheapocalypseorpowerfailure.Fillunusedvectors–ThoughaCPUmightsupporthundredsofinterruptsources,eachonedefinedviaanentryinthedispatchtable,werarelyusemorethanahandful.Leavethoseunuseddispatchtableentriesblankandanyweirdvectoringwillcrashtheapplicationhorribly…leavingnotrailofevidencetotherootcause.Whywouldspuriousinterruptsoccur?Maybethehardwareisdefectiveorglitchy–itisaprototypeduringdevelopment,isn’tit?Perhapsyou’vemisprogrammedoneofthehundredsofregistersinsideoftoday’stoocomplexperipherals.Better:fillallunusedvectorswithapointertoadebugroutinethateitherlogstheerroneousinterrupt,orwhereyourdebugtoolsleavealurkingbreakpoint.Listen–don’tinterruptothers.You’lllearnfarmorelisteningthantalking,andthelistenerneverputshisfootinhismouth.
BugsInspectratherthandebug–Bottomline:codeinspectionsfindbugssome20timesmoreefficientlythandebuggingbytest.Inspectthecode,design,specs,andallrelevantdesigndocumentstofindproblemsbeforewriting/debugging/testingandthenchuckingalotofexpensivefirmware.Inspectionswon’tfindalloftheproblems,butawellKimplementedinspectionprocesswringsout70K80%ofthedefectsforafactionofthecost.



2007�02�24 http://www.ganssle.com/articles/momisms.htm #3Studiesindicatethatintoomanysystemssome50%ofthecodenevergetstested.It’sdifficultatbesttodevisetestconditionsforeveryerrorcondition/exceptionhandler,andIFsnested5deep.SincepostKcompileerrorratesrunaround5%(5bugsper100linesofcode),evenasmall10,000lineofcodesystemmighthave250lurkingbugsafterit’scompletely“tested”.Thoughdevisingbettertestsissurelyagoodidea,inspectionswillbringmostofthesehiddenproblemstolight.Inspectat100¿200linesofcodeperhour–There’sasweetspotat150linesofcode/hourwhereinspectionsproceedveryefficientlyyetunveilmostofthedefects.Monitortheinspectionrate.Thesenumberssuggestthatinspectionscost(assumingthere’snobenefit!)about$2perlineofcode,orabout10%ofusual$15K30/linecostformostcommercialfirmware.Trackdebuggingtime–Itsureisfuntocrankcode.Butinmanyorganizationssome50%ofaproject’stimegetsconsumedindebugging.Thisisacertainsignofdysfunctionaldevelopment,andindicatesthedeveloperseitherwritethecodecarelesslyorspendtoolittletimeonspecificationanddesign.Measurebugrates–Afewfunctionsormodulestypicallyexhibitmostoftheproduct’sdefects.We’veallbeenthere,workedonafunctionwhichissocomplex,sopoorlyunderstood,andsobadlycodedthatwe’reterrifiedofopeningitintheeditor.Changeasinglecharacterinacommentanditseemsthecodestopsworking.BarryBoehm,theguruofsoftwareestimation,hasshownthattheseerrorKpronefunctions,whichtypicallyrepresentafewpercentofthetotalcodebase,contain60K80%oftheerrors.Morecompellingly,hisdataindicatestheseproblemKfunctionseatup4timesmoreeffortthantheirwellKbehavedbrethren.Itbehoovesustakedatatoquantitativelyfigureoutwhicharebad,andthentossthecodeandstartagain.Debugproactively–Faceit–you’regonnahaveproblems.Thecodewillbefarfromperfect.Planforbugsandinstrumentyourcodetofindthemquickly.DoesyourRTOSincludeastackKoverflowchecker?Leaveitenabledwhilstdebugging.Orseedthestackwithapattern,thenstopthedebuggerfromtimetotimetoseeifstacksaretoobigortoosmall.WhynotfillunusedROM/Flashwithnastyinstructions,likesoftwareinterrupts,thatvectorofftoadebugroutine?Whencodecrashesitoftenjustwandersoff,perhapswanderingintoyourcarefullyseededROMarea.Thesoftwareinterruptsandassociatedhandlerwillcapturethecrashquickly,andinsafetyKcriticalsystemscanbringthesystemtoaknownharmlessstate.You’dbesurprisedhowmanyembeddedsystems,thosethatare“done”andshipping,accessmemoryinbizarreways.WritingtoROM.Readingfromunusedmemory.Thoughperhapsharmless,theseoddbehaviorsindicatelurkingsoftwareproblems.Considersettingupunused/extrachipselectstotriggeronanyerrantmemoryaccess,orexpandyourPLDdecodelogictosignal,viaanextraoutput,suchproblems.Codethatbehavesunexpectedly,evenwhenthesymptomsseembenign,isflawed.Cleanyourroom–bugsandinsectsprefermessyplaces.
PerformanceandSize



2007�02�24 http://www.ganssle.com/articles/momisms.htm #4Sometimesengineeringcostsmorethanfasthardware–Ifyou’rebuildingamillionofsomething,productioncostsoverwhelmdevelopmentcosts.That’smuchlesstrueforsmallproductionruns.Neverforgetthatoneofthe“production”costsisthatoftheamortizedengineering.Ifadesigndecisionaddsamonthtotheproject,atperhapsacostof$20,000,thentheproduct’spricemustincludethisadditionalcost:$20,000dividedbythenumberofunitsmade.Doesan8051reallymakesenseforyourlowKrunapplication?WouldabiggerCPUdramaticallyreducedevelopmentcosts?Willshoehorningbytesintoanundersizedcodespaceeatweeksofexpensivedevelopers’time?AtinyCPUisabsolutelytheperfectchoiceforahugerangeofapplications.Youjustcan’tbeatthemforminimizingPCBrealestate,recurringcosts,andpowerconsumption.AndI’velongbeenaproponentofdistributingsmallCPUsaroundaboardtohandlesmallchoreslikeI/Oprocessing.ButdounderstandtheveryrealcostsofworkinginaconfinedaddressspacewithperhapsunderKpoweredtoolsandlanguages.MakeCPUtradeoffsthatminimizetotalsystemcost,fromengineeringthroughproduction.OverloadaCPUatyourperil–A90%loadedprocessordoublesdevelopmenttime.At95%figureontriplingtheeffort.Thisishardlysurprisingtoourintuitiveunderstandingofprogramming.Withexperiencewe’veallbattledaperformanceKboundsystembytuningeverybitofcodeitcontains,insteadofthe20%typicallyresponsibleformostoftherealtimeproblems.Marginsminimizeengineeringcostsbyallowingustobealittlesloppy,lettingusdeliveraproductwhichisnotquitetunedtoperfection,withtheextremecoststhatentails.Createadynamicmodelofcodesize–FewofusreallycreateameaningfulestimateofROM/Flashneeds.InsteadwetendtoaskforasmuchROMaspossible,orperhapsdoubletheamountusedonthepreviousproject.It’stoughtoestimatebinarysizeswhenstartingalargeproject.Butwecan’tabdicateourresponsibilitytomonitorcodegrowth.Tellingthebossamonthbeforedelivery–whenthehardwaredesigniscastinPCBsKthatweneedmoreROMisasurepathtocareerstagnation.It’sasimplemattertobuildaspreadsheetthatlistsallofthemodulesthesystemwillcontainwithestimatesoftheirsize(inlinesofcode,functionpoints,oranyotherreasonablemeasure).Editintherealsourcelineandobjectsizeofeachmoduleasit’scompleted.Overtimeyou’llfindareasonableapproximationtothenumberofbytesofcodeperlineofC�havethemodelapplythistotheasKyetKuncompletedportionsofthecodetopredictfinalsystemsize.Oddsareyou’llspotROMshortagesearlyon,whenthere’sstilltimetotakedesignaction.Sizedoesn’tmatter–becontentwithyourselfandwhoyouare.
ReuseandMaintenanceBerealisticaboutreuse–Reuseishard.Goodrulesofthumb:Beforeyoucandevelopcodeforreuseyoumusthavedevelopeditatleast3times.Beforeyoucanreapthebenefitsofreuseyoumusthavereusedit3times.OneproposalforRegan’sversionoftheStarWarsmissiledefensesystem,whichwaspeggedat100millionlinesofcode,wasthateverymodulehadbeenused3timesbeforebeingincludedinthesystem.Notabad



2007�02�24 http://www.ganssle.com/articles/momisms.htm #5thateverymodulehadbeenused3timesbeforebeingincludedinthesystem.Notabadidea,especiallyforasystemthatwassohardtotest.Avoiddependencies–Globalvariablesareresponsibleformostoftheevilintheworld.AglobalKinfestedprogrambecomesnonKmaintainable,buggy,andanightmareforallteammembers.Globalsalsomakereuseallbutimpossible.Embeddedsystemssufferfromanotherdependencyproblem:codethattalkstohardware.EncapsulateallI/Ooperations.Selfdocumentingcodedoesnotexist–Longvariablenamesdonotselfdocumentingcodemake.Judiciousnameselectionisjustapartofgoodcode.Commentaggressively–Anyidiotcanwritecode.Eventeenagedhackersmanagetocrankoutworkingsoftware.Professionalscreatebeautifulcode,thatwhichisajoytomaintainandiscrystalclear.Accurate,clearcommentsareanimportantingredientofwellKwrittenfirmware.Codeisnothingmorethanthecomputereezedescriptionofwhat’sgoingon�commentsarethehumandescription.Useactivevoice.CapitalizeusingstandardEnglishrules.Checkyourspelling.DescribeconciselythegoesKintasandgoesKoutas,aswellaswhathappensandwhy.Someenlightenedprogrammerswriteallofthecommentsfirst,andthenfillintheCattheirleisure.Thehardpart,afterall,iscreatinganaccurate,documenteddesign.ThecodeisnothingmorethanasimpletranslationofagooddesigntocomputerKlingo.Keepcompilesclean–Don’tcometothedinnertablewithdirtyhands,anddon’tdelivercodereekingofunpleasantwarnings.Whydowetoleratewarningmessagesfromourcompiler?Firmwarelivesforever.Whensomeoneelseopensyourcode5yearsfromnowforanupgrade,andfindshundredsofwarningsscrollingoffthescreen,he’llhavenoideaifthemessagesareexpectedorareaneffectofthewayhe’sreinstalledthetools.Maintenanceisanunavoidableaspectofthesoftwaredevelopmentprocess�hewhoprogramswithoutmaintenanceinmindisanamateur.KeepthecodestrictlyANSIcomplianttominimizewarningsandmaximizeportability.Segmentunavoidabledeviationsfromthestandardtoseparatemoduleswhichdocumentexpectedunusualcompilerbehaviors.Encapsulate–TheOOPfolkschant“encapsulation,polymorphismandinheritance”�ofthosethree,encapsulationistheeasiestandmostpowerfultoolforbuildingwellKwritten,easytounderstandcode.It’sequallyeffectiveinassembly,C,orC++.Bind“methods”(codethataccessesadeviceordatastructure)withthedataitself.Floss–you’llmissyourteethwhenthey’regone.
Backtohomepage.
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