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ABSTRACT

Although wireless channel comparison based techniques
have been shown to defeat Sybil attacks in wireless envi-
ronments, most assume single-input single-output (SISO)
models for the radio system. We consider extending wire-
less Sybil defenses to multi-input multi-output (MIMO)
systems.

1. INTRODUCTION

Wireless channel comparison based Sybil defense
techniques have been shown effective |1, 2, 3, 4, 5].
By comparing wireless channel conditions one may
determine whether two (or more) transmissions orig-
inated from the same location and are thus likely to
be part of a Sybil attack. The technique is based
on the location uniqueness of wireless channels, i.e.,
even slightly different transmission locations experi-
ence uncorrelated wireless channel conditions [6].

Wireless channel comparison based Sybil defenses
fall into the class of resource testing based Sybil de-
fenses |7, 8]. In this case transmitter antennas are the
resource. Specifically, a group of Sybil transmissions
are detected because they demonstrate much less use
of antennas (and thus much less wireless channel vari-
ations) than the same number of protocol-compliant
transmissions.

Existing channel comparison techniques assume sin-
gle input, single output (SISO) radio systems [1, 2, 3,
4, 5]. In this report we make an initial attempt to ex-
tend them to multi-input multi-output (MIMO) sys-
tems, which are becoming increasingly popular |9, 10].
Our approach also follows resource testing; we ex-
amine received signals to identify transmissions that
demonstrate inadequate resource use, or more pre-
cisely, to identify numerous transmissions from the
same device that claim to be coming from different
identities.

Before going into technical details, we will present
a mathematical model for MIMO systems and give
an intuitive explanation for our technique.

1.1 Mathematical Model of MIMO Systems

Figure 1 illustrates a general MIMO system with
np transmitters and ng receivers. Note that the
transmitters and receivers may or may not belong
to the same MIMO antenna array. Assuming flat-
fading or narrowband channels—which is a common
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Figure 1: A MIMO system with nr transmitters
and ng receivers.

practice, this system is modeled as

y=Hx+n. (1)
All numbers here are in complex space. The np-
dimensional vector x represents the transmitted sig-
nals and the ng-dimensional vector y represents the
received signals. n is the additive white noise. H €
Cnrx"T is the channel matrix, where H; ; represents
the channel from the jth transmitter to the ith re-
ceiver |10]. Note that H characterizes the wireless
channels between the transceivers and is purely de-
termined by the surrounding environment.

Equation 1 can be expanded as
nrt

y = hjz;+n, (2)
j=1

showing that the received signals of a given MIMO
system fall in the column space of its channel matrix
H. Since the channel matrix H is determined by the
environment and a Sybil attacker can only change
the transmitted signals (x;s) to create Sybil trans-
missions, this means all these Sybil transmissions fall
into the same dimension ny (at maximum) linear sub-
space of C"%. On the other hand, transmissions orig-
inated from different MIMO devices fall into different
linear subspaces because the corresponding channel
matrices vary due to the spatial variations among
wireless channels. We thus could decide whether a



group of transmissions are originated from the same
MIMO system (and thus Sybil) by observing the lin-
ear subspace they span. This is the basic observation
of our Sybil detection technique.

In the remaining parts of the paper, we first es-
tablish a basic assumption for channel matrix H in
Section 2. We then proceed to tackle the particu-
lar Sybil detection problem. Section 3 formally sets
up the problem. Section 4 then develops the obser-
vations and techniques for Sybil detection. Finally,
Section 5 discusses practical considerations and fu-
ture work.

2. CHANNEL MATRIX PROPERTIES

We have shown that the channel matrix H plays
a critical role in the formation of received signals.
Viewing each element H; ; (i.e., the wireless chan-
nel from the jth transmitter to the ith receiver) as
a random variable, Conjecture 1 establishes a basic
assumption for H.

Conjecture 1. The channel matriz of a MIMO sys-
tem has full rank if its wireless channels are all inde-
pendently distributed.

According to existing results, the probability that
a square random matrix with all independent entries
is singular quickly approaches zero when its size in-
creases, and equals zero asymptotically [11, 12]. Con-
jecture 1 neglects this small probability and assumes
a non-singular matrix for finite size random matrices,
mainly for the ease of theoretical development. The
rare singular cases do not invalidate our method, but
do affect the performance negatively. We will leave
the analysis to future experimental evaluations.

3. PROBLEM SETUP

A set of MIMO devices observe the wireless trans-
missions from another set of MIMO devices. The
observing devices have ny receiver antennas in total.
There are two type of devices. Conforming devices
only make one transmission each; we call these trans-
missions non-Sybil transmissions. Attacking devices
make more than one transmissions each, and we call
these transmissions Sybil transmissions. Our goal is
to detect all the Sybil transmissions.

It is important to distinguish among two types of
Sybil transmissions. If the number of Sybil trans-
missions an attacker makes is less than or equal to
its number of transmitter antennas, then these Sybil
transmissions are called undetectable Sybil transmis-
sions. Otherwise, if the number of Sybil transmis-
sions an attacker makes is greater than its number of
transmitter antennas, these Sybil transmissions are
called detectable Sybil transmissions. It will become
evident in Section 4 that we are only able to identify
detectable Sybil transmissions.

The following conditions are necessary for a wire-
less channel comparison based Sybil defense to work.

Condition 1. An attacking device is stationary dur-
ing its Sybil transmissions.

Condition 1 is necessary because free device mo-
tion allows Sybil transmissions to experience different

wireless channels. It is implicitly assumed by all pre-
vious channel comparison based Sybil defenses. We
proposed a method to detect device motion in previ-
ous work, in case restricting it is impossible [?].

Condition 2. The total number of receivers ng is
larger than the number of transmitters on any single
attacking device.

Condition 2 upper bounds the number of transmit-
ters per device by ng. Nr denotes the maximum
number of transmitters per attacking device.

The following assumptions create an ideal world to
simplify explanation and theoretical development.

1. All the wireless channels in the MIMO system
are independent.

2. There is no noise in the system, i.e., n = 0 in
Equation 1 and Equation 2.

In reality both assumptions can be relaxed. For
the first one, our method works as long as wireless
channels from different MIMO devices are indepen-
dent, which is commonly true thanks to the rich spa-
tial variations of wireless channels [6]. For the second
one, we leave it to future experiments to quantify the
actual noise threshold.

4. SYBIL DETECTION

Section 1 suggested that we could detect a group
of Sybil transmissions by observing that they demon-
strate much less wireless channel variations and thus
fewer transmitter antennas than a group of non-Sybil
transmissions with equal size. In this section we de-
tail the properties that allow us to make this distinc-
tion.

Lemma 1. The received signals of any group of no
more than LK,—’;J non-Sybil transmissions are linearly

independent.

Proof. Use n to denote the total number of transmit-
ters involved. n < ng because the total number of
transmissions is no more than L%j and each of them

involves Np transmitters at maximum.

Use H to represent a MIMO system with all these
transmissions’ transmitters and the given receivers.
H can be written as

H=(h; hy .. h,),
where h; denotes the vector of wireless channels from
the i-th transmitter to all the ng receivers.

We now prove h;s are linearly independent. Since
all the wireless channels in H are independent (see
the first assumption in Section 3), according to Con-
jecture 1 H has full rank. Furthermore, since H’s
column size is smaller than or equal to its row size
(n < ng), the columns of H are linearly independent.

Finally, the received signals are linearly indepen-
dent because they are linear combinations of h;s. [

Corollary 1. [t requires (the received signals of ) at
least L]’\Lf—?j non-Sybil transmissions to linearly expand

(the received signal of) a non-Sybil transmission.



Corollary 1 is just a restatement of Lemma 1. Be-
cause a group of Sybil transmissions only correspond
to less (or equal) independent channel vectors than
a group of non-Sybil transmissions of the same size,
Corollary 1 can be generalized as follows.

Corollary 2. [t requires (the received signals of ) at
least | {2 | transmissions to linearly expand (the re-

cetved signal of ) a non-Sybil transmission.

So far Corollary 2 describes the features of non-
Sybil transmissions. On the other hand, the following
lemma describes the features of Sybil transmissions.

Lemma 2. For any detectable Sybil transmission,
there always exists a group of transmissions with size
no more than Np, whose received signals could lin-
early expand (the received signal of) that transmis-
sion.

Proof. Since all Sybil transmissions from a same de-
vice fall into a linear subspace of dimension nr (see
Equation 2 in Section 2) and there are more than
np detectable Sybil transmissions by definition, any
group of np + 1 detectable Sybil transmissions are
linearly dependent. In other words, any group of np
(np < Nr) detectable Sybil transmissions from the
same device could linearly expand a detectable Sybil
transmission. O

Corollary 2 and Lemma 2| indicate that the size
of linearly expanding transmission groups can be a
distinguishing feature of Sybil vs. no-Sybil classifica-
tions, under a stricter condition of maximum number
of transmitters per device.

Condition 3. Nr < ||

Lemma 3. A transmission is detectable Sybil, if and
only if there exists a group of less than L;‘,—’;J trans-
missions, whose received signals could linearly expand
(the received signal of ) that transmission.

Proof. Tt is easy to see this is true under Condition 3,
according to Corollary 2 and Lemma 2. O

Note that undetectable Sybil transmissions may or
may not be identified. However, from the viewpoint
of resource testing, these transmissions are not dis-
proportional to the attacking device’s resources (i.e.,
transmitter antennas) and therefore benign.

4.1 Naive Algorithm

Lemma 3 leads to a naive Sybil detection algo-
rithm. Produce all possible combinations of (| {2 | —

1)-tuples of transmissions and examine them one by
one. For a given tuple, use it to examine all the
remaining transmissions; ones that can be linearly
expanded by the current tuple are marked as Sybil.

This algorithm allows us to identify all detectable
Sybil transmissions because all possible combinations
of ([ §% ] — 1)-tuples are considered. A direction for
future improvements is to intelligently reduce the pos-
sible tuples in consideration while maintaining the
same level of false negative rate.

S. PRACTICAL CONSIDERATION AND
FUTURE WORK

Our current solution assumes complete information
about the received signals, i.e., both the power and
phase of the received signal at each receiver of the
MIMO antenna. In practice, we may only know the
received power, not the phase. Worse, we may only
know the aggregated power of all receivers if only an
aggregated RSSI is exposed. A path of future work
is to relax the current assumption and push the work
further to deal with incomplete information.
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